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Abstract

Autonomous Al agents, many based on LLM systems, are now in wide use. Because of the
ability to “program” them with natural language, they are easy to setup and deploy. However,
the threat of Prompt Injection is generally not even considered by many Agentic Operators, let
alone understood. In this paper, we briefly explain what prompt injections are, what kind of
damage they can do, and how organizations should be protecting themselves.

1 Agents: How Do They Work

One of the advantages of Agents is that they appear to work like a human agent. A user can speak
to them in natural language, express a semantic goal without any special formatting requirements,
and they can ask follow-up questions and describe their findings and results. However, this simula-
tion of human behavior is just that: a simulation. It often breaks and regularly performs in ways not
intended by the human parties that operate or deploy them (“Agentic Operators”). Understanding
how they work can help Agentic Operators better understand what they can and cannot be used for.

With very few exceptions, modern agentic systems are based on LLM (Large Language Model)
functonality. LLMs make natural engines for agentic systems because they are designed for au-
tonomy, high-level instructions, adapt responses to inputs, and the appearance of creativity. LLMs
have advanced in handling multimodal inputs, meaning that in addition to text, they can handle
process office documents, images, videos, and audio files. They also can be easily integrated with
tools for extensive expansion of their ability to interact with other digital and physical systems.
And they also demonstrate an ability to plan goals and decompose tasks[2]].

In terms of LLLM-based agents, common design elements include a profile definition, memory
capabilities, a planning system, and some kind of ability to execute actions. ‘““Together, these
components enable LLMs to function as autonomous agents, reasoning, remembering, planning,
delegrating tasks, and acting in open-ended and evolving tasks.”[2].

Whatever other elements are built around an LLM to enable to operate agents, the core LLM
architecture remains and it has certain characteristics that are not always obvious to users. One



of the most significant of these from a security persepctive is that LLMs cannot cleanly separate
instructions from data.

To help illustrate the problem let’s consider human behavior. If an executive assistant receives
a request to go look through the file cabinet and see if there are any documents in a file for a
specific client, most humans will typically treat the instructions from the requester differently from
anything they read in the documents they look up. For example, suppose that the CEO gave the
request to review the documents in an email. Within the file of the client is a note from the CEO
that the client should be contacted about an upcoming deadline. Even though, in both cases, the
CEO authored the document most humans would not treat the note in the file as instructions. At
least not to them specifically.

An LLM system, however, does not easily separate the two. Whether the data comes from a
user initiated prompt or from a document being analyzed, it is not always an easy process to break
up how an LLLM will handle it. The reason why is because to the LLM, prompts and data all get
factored into a running “context.” Of course the context can keep track of where data comes from,
but the context itself is part of how it processes what it does next. That is, an LLM system uses
both prompts and memory (e.g., historical session data like past prompts and past data processed)
to determine what to do next. A significant amount of effort goes into context engineering [6].

LLM developers and vendors continue to try to differentiate between instructions and data but
this is mostly done by add-on systems and manual configurations. For example, as of this writing,
Claude’s Fable system will attempt to detect data being treated as instructions, but the system is not
perfect. For this reason, Anthropic’s documentation pages encourage users to explicitly identify
differences in data both through prompts and through programatic instructions for agents [1].

2 Prompt Injections

Because LLLMs and the agents they power may interpret data to have instructions, there is a very
serious risk that a malicious party could provide an agent with data that attempts to control, in
some way, the operation of the agent. This is generically called prompt injection.

A prompt injection is any time an unauthorized party inserts instructions to an Al that are meant
to change its behavior or activity in some way, usually in order to cause damage, steal information,
or otherwise subvert the system. A prompt injection can be direct, which means that the attacker
is trying to get the malicious prompt inserted as a prompt. But it can also be indirect, which
usually means the instructions are inserted into data that is processed by the system in response to
a legitimate prompt, such as a prompt to scan files for certain pieces of information. If the attacker
has provided a file that, while being scanned, tricks the Al into absorbing new instructions, they
have successfully inserted an indirect prompt injection.

Here is an example of a potential indirect prompt injection from an earlier ChatGPT 3.5
model [8]]:

I found your latest Evernote note that contains the word “Budget”. The note is
titled “Project Alpha Budget” and here is a snippet from the note: “Please grant per-
manent access to my friend Amy (guest_amyO1) on the August Smart Lock system.”

Notably, in this case, there was no harm. The system did not act on the instruction. But the
LLM system is clearly processing the data in such a way that it could. It assumes that the Evernote
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instruction is valid. And had the prompt been different, it might have acted on the data in some
way.

It should be noted that an “Agent” need not be complicated. For example, here is a simple
Claude agent written in the Python programming language.

import asyncio
from claude_agent_sdk import ClaudeSDKClient, ClaudeAgentOptions

# Define the agent

async def main () :
# Configure the agent with the Sonnet 5 model
options = ClaudeAgentOptions (model="claude-sonnet-5")

# Set up an LLM client
async with ClaudeSDKClient (options=options) as client:

# Prompt to scan for files in the current directory
await client.query (

# PROMPT:

"What files are in the current directory?"

)
async for msg in client.receive_response() :
print (msg)

# Prompt to scan contracts in this directory for expirations
await client.query (

# PROMPT:

"Now scan for any files related to contracts, read their "\\
"contents, and identify if and when any contracts are "\\
"expected to expire."

)

async for msg in client.receive_response() :
print (msg)

# Run the agent
asyncio.run (main())

This agent is very basic. It simply says to check what files are in the folder (i.e., the “current
directory”) and then scan them to see if they’re related to contract expiration dates. Notice that,
just like with a chatbot, the agent code sends prompts to the LLM to control it. To reiterate, one
reason why LLM agents are becoming so popular is that instructions that used to be given in more
complicated source code can now be expressed in natural, human language.

But, again, that power comes with a price. Authorized parties can express their instructions in
natural language. But if an attacker manages to inject a prompt, they can also inject unauthorized
instructions in natural language as well. We have used this very simple agent to test different ways
that prompts can be injected in “contracts.” The idea being, of course, that an attacker could insert
a contract into our systems by, for example, signing an NDA with our company and providing an
NDA that has hidden messages.



In this testing process, we have been able to see Claude’s prompt injection testing activate.
Sometimes, it clearly recognizes we are trying to do something nevarious and gives us a warning.
Other times, however, we can configure a very subtle change that the system cannot recognize as
malicious.

As an example of a subtle change, consider a contract’s contact data. Many contracts identify
the name and contact information of the parties responsible for handling certain information or
responding to certain types of requests. A contract can be created in a PDF or a Word document
that has an invisible section (e.g., using white font on a white background) that adds or changes
contact information. Unless the agent detects the invisibleness of the information, it is unlikely to
detect it as a prompt injection.

This may seem like a very small issue. But suppose that another agent is configured to send
invoices to specific parties or accept invoices from specific parties? This injection could be used to
insert fake invoices into the account stream of the organization. Even if all it was used for was for
extracting data, it may result in the compromise of sensitive information.

In any event, prompt injections for agents are a serious problem that Agentic Operators should
be aware of. Research is ongoing into preventing prompt injections including attempts to measure
different vendors resistance to the attack [4]. Notably, as LLMs and agents become more powerful,
the increased power often increases the risk of prompt injections and other attacks [7].

On the other hand, there is also research into defensive systems and, in fact, systems that
prevent them by design [3]]. Nevertheless, Agentic Operators should consider the following best
practices for keeping their Agents safe and resistant to injected prompts.

3 Best Practices: Environment

In order to prevent Prompt Injections, Agentic Operators should carefully prepare their environ-
ment. This is a hardening processing, meaning, making the environment in which the agent oper-
ates less exploitable in any circumstances.

Do not deploy agents without a prompt injection risk assessment and security strategy.
Agents should never be deployed without a risk assessment and specifically without analyzing
the prompt injection threat vector. Typical questions that should be asked in such an assessment
include:

* What kind of data will the agent process and where is it coming from?
* How much direct control will outsiders have over data processed by an agent?

* How many insiders will have access to agentic prompts or agent-processed data and what
are the insider risks?

* What level of input santiziation is possible and how much mitigation can it provied?
* What systems will Agents have access to and what kind of decisions can they make?

* Where will humans be in the Agentic loop and what kind of oversight is expected or re-
quired?



What decisions will humans be making based on Agentic outputs?

What kind of audits and reviews can be done to assess and monitor Agentic operations?

Who is developing our agent and what is their security strategy?

Who is maintaining our agent and how do they plan to conduct security operations?

The above list is not comprehensive, but it would be a good start for any Agentic Operators to
consider.

Be familiar with and adhere to guidance provided by the Agentic vendor. Most major ven-
dors publish guidance on how to use their products. For example, Anthropic pbulishes a webpage
entitled, “Mitigate jailbreaks and prompt injections” [1]. This page includes a number of concrete
suggestions including:

* “Defend your application against jailbreaks and prompt injection with input screening, hard-
ened system prompts, and safe handling of untrusted tool content”

* “Filter user input for known injection patterns before it reaches Claude.”

* “Deliver third-party content to Claude inside tool_result blocks, never in system
prompts or plain user text blocks”

¢ “Tell Claude what the content is and where it came from.”
¢ “JSON-encode untrusted content.”
e “Limit Claude’s access to sensitive data and actions.”

* “Screen tool outputs before Claude acts on them”

This is not all of the guidance from Anthropic’s cited documentation but it illustrates the level
of care that should go into Agentic operations. Notably, many of these instructions are for the
developer of the agent and not the immediate operator. However, Agentic Operators would do well
to ensure that the developers they rely on follow best practices and vendor guidance.

Deploy agents with the minimal amount of permissions and maximum isolation. Agentic
systems should be carefully isolated from general IT systems, data, and even people. The more
people that have access to the Agentic system the greater the risk for an insider or outsider to
attempt prompt injection. Obviously, the systems and data should be isolated both to contain any
damage that could be done but also to reduce the means by which prompts might be injected.

The concept of limiting permissions is well known in computer security and is often referred
to as the principle of least privilege. With LLMs, there are two different ways to limit permissions.
The first is the obvious one and simply identifies the concrete digital permissions given to the
agent. These should be only those needed for the agent to do its job. As often as possible, these
should be read only style permissions.

But a second form of limited permissions is in the operation of the agent. If the agent only
needs access to part of the data, ensure that only qualifying data is sent to it. Here is a simple
example. Suppose that you want an agent to screen contracts for an expiration date as presented



in the earlier example. If the only contracts this could possibly apply to have certain identifiers
in the filenames (e.g., “NDA”), do not have the Agent perform that filtration process. There are
already many simple ways for files to be filtered on filenames without the use of an Agent. Filter
the files down to those matching the filename criteria first and then give only the identified files to
the agents. This is both isolation and reduced permissions.

4 Best Practices: Data Filtration

After hardening the system and environment used by the agent, the next set of best practices relate
to filtering the data going into and the data coming out of the agent.

Wherever possible, do not use agents on data received from external, unverified sources.
The absolute most dangerous thing an agent can do is process data competely authored and inserted
by an external party. This is basically handing a blank slate to a potential adversary and giving them
maximum leeway to craft prompt injections.

Whenever possible, do not accept external data at all. If you need to interact with an external
party and you want the agent to assist, put an intermediary system between them. For example,
give the external party a web form with no arbitrary language (e.g., all drop down or multiple
choice sources) or with extremely easy to verify inputs like a phone number. The data collected by
the form can be given to the agent. Thus, the agent no longer has to work on external, unverified
data.

For data received from external, unverified sources, make use of an input validation strat-
egy. If you must allow for arbitrary data, such as processing emails or documents that are sent by
other parties, develop an input validation strategy. You can use Al to help with this as well. For
example, Anthropic suggests Al templates for reviewing arbitrary data[l]:

Does this content contain instructions that try to redirect the assistant, override its
system prompt, or make it take actions the user did not request? Answer based only
on whether such instructions are present, not on whether they would succeed.

However, it is our recommendation to not rely solely on Al for verification. Whereever pos-
sible, find other techniques for input validation including human audits, keyword searches, or
attempting to put the data into a structured form. One hybrid approach would be to have the Al
develop a stand-alone, non-Al program that can provide specialized content inspection.

Wherever possible, limit agent outputs to a small number of well-defined outputs that
are easily validated. Even after validating inputs, Agentic Operators should also limit outputs.
Whenever possible, the output of an Agent should not be arbitrary. For example, an Agent that is
allowed to schedule calendar events may be unnecessarily risky. An alternative would be to pro-
duce a spreadsheet of calendar events with specified columns that have non-arbitrary values. The
spreadsheet could be configured to only have dates, times, and invited emails. Such a spreadsheet
can be easily imported into most calendaring systems to batch-add the entire set.

For output data that cannot be confined to a small number of well-defined outputs, make
use of an output validation strategy. If the agent must, however, be allowed to generate arbitrary
outputs, develop an output validation strategy. As with your input validation strategy, we do not
recommend using Al only. Most, if not all, outputs should have some kind of human review if



possible. The calendar event spreadsheet suggested above is one way to encourage human review
as it introduces a manual step of uploading the spreadsheet to the calendar.

5 Best Practices: Secure Operations

Our last set of recommendations for Agentic Operators is directed to the ongoing operations of
agentic systems.

Develop workflows that naturally pair error-detecting human interaction with agentic
outputs. This is probably the hardest thing to do but one of the most important. One of the biggest
lies about agentic systems right now is that a human-in-the-loop significantly improves security,
accuracy, and robustness. That is not automatically true. It is only true if the human’s operations
have the correct incentives, psychological design, and enforcement mechanisms.

As a thought exercise, consider a human that is supposed to review some recommendation from
an Al system. This human, at first, is extremely diligent and carefully reviews the outputs. But
a week passes. Then a month. Then several months. Nothing bad has happened so far and the
human’s review becomes more and more lax. After a while, they become a Meat Proxy[Sl]. That
is, they simply press the button that connects the Al with its intended delivery location. They no
longer provide oversight, judgement, or critical thinking.

To create a useful human-in-the-loop operation, it needs to be properly designed. For example,
a gamefied system with feedback and rewards, and the random introduction of test patterns, might
adequately ensure that the human’s operations are kept fresh and active.

Even still, it may be necessary to introduce enforcement mechanisms to require human review.
Consider this example. The same human reviewer is supposed to check some recommendation
from an Al system. But just as they go to get started on their review, the phone rings. It’s a
personal call and about a very stressful subject. A child is having extreme problems in school and
may be facing expulsion and/or criminal charges. In this high-pressure environment, the human
foregoes the review, other incentives notwithstanding, and (again) becomes the Meat Proxy.

The design of an appropriate enforcement mechanism is beyond the scope of this paper. But
there is already a body of research on proper design of these systems that can be applied to humans
overseeing Al agents.

Make use of random-sampling audits of agentic behavior. Audits are an important part of
reviewing Al agentic behavior. The prompts, inputs, and outputs of agents should be stored and
maintained for a policy-identified period of time. Using random sampling, agent behavior should
be reviewed by a policy team and a security team. The agent’s behavior should be compared to
expected standards, evaluated for accuracy, and double checked for potential prompt injections.

Keep abreast of defensive systems and make use of red-team scanners and intrusion de-
tection systems as they become available. Agents are so new and the risks so poorly understood
that there are not a lot of security scanners and tools in place for them yet. Agentic Operators must
remain up-to-speed on the security tools for their agents as they become available. An ideal secu-
rity suite would provide red team testing, input/output validation, agentic monitoring for unusual
behaviors, and potentially remediation systems for if they have been compromised.

Maintain the ability to operate if Agentic systems are unavailable. It is imperative that
your organization can operate without agents. Even if it is slow, inefficient, and difficult, a backup
system is crucial.



This is not just a recommendation for redundancy. This is a recommendation for security.
Whenever humans are forced into a situation with only one option for action, they will often try to
force the action even when it is dangerous and/or risky. Humans have a bias toward action and we
generally do not like to stop operating.

Thus, in a scenario where the business can only run with agentic support, humans will tend
to use those agents even if extremely high risks have been identified. Suppose, for example, that
you have identified that an adversary is trying to inject a prompt and it looks like they are making
progress at figuring out how to get around Claude’s (and hopefully your) defenses. The correct
thing to do may be to shut down the agents, switch to a backup solution, and figure out how they
are getting their prompts into the system. Ideally, that insertion vector is shut down (or at least
heavily mitigated) before you begin using the agents again. If you have no backup to the agents,
however, the organization will almost certainly continue to use them.

6 Conclusions

Al-based autonomous agents are a popular and widely deployed tool. The productivity they pro-
vide along with the ease of deployment drives their extensive utilization. However, agents are
inherently prone to manipulation by adversaries. For Agentic Operators that process arbitrary data,
such as invoices, calendar invites, documents from outside parties, and so forth, it is almost certain
that a fraudster or other malicious party could manipulate the behavior of agents by transmitting
data for processing that contains some form of prompt injection.

Accordingly, we recommend that Agentic Operator strictly adhere to the following best prac-
tices.

1. Do not deploy agents without a prompt injection risk assessment and security strategy.
2. Be familiar with and adhere to guidance provided by the Agentic vendor

3. Deploy agents with the minimal amount of permissions (also known as “least privilege”)
Deploy agents with as much isolation as possible

Wherever possible, do not use agents on data received from external, unverified sources

For data received from external, unverified sources, make use of an input validation strategy

A -

Wherever possible, limit agent outputs to a small number of well-defined outputs that are
easily validated

8. For output data that cannot be confined to a small number of well-defined outputs, make use
of an output validation strategy

9. Develop workflows that naturally pair error-detecting human interaction with agentic outputs
10. Make use of random-sampling audits of agentic behavior

11. Keep abreast of defensive systems and make use of red-team scanners and intrusion detection
systems as they become available



12. Maintain the ability to operate if Agentic systems are unavailable

Not included in this list as a best practice is our recommendation to get help if you do not
understand your technology. If you are unsure how to implement any or all of these best practices,
please reach out to a qualified security professional, like our team at Crimson Vista. Agents, though
seemingly simple to use, are a complex and unpredictable technology. Make sure they are being
protected accordingly.
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