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Cybersecurity Maturity Model Certification (CMMC)

Level 2 Readiness Service

The CMMC ensures adherence to Department of Defence (DoD) cybersecurity standards and
helps DoD contractors implement necessary cybersecurity practices. Compliance with the
CMMC program is integral to demonstrating your ability to handle DoD data securely.

If you are a service provider for the DoD or a sub-contractor to one of the DoD’s prime
contractors or are going to enter the Defense Industrial Base (DIB) sector, then CMMC Level 2

certification will be a necessary by November 10, 2026.

Crimson Vista helps companies achieve CMMC Level 2 readiness through our
VerifylTSM service offering. Crimson Vista will guide your internal team, serving as
the "quarterback" and subject matter expert, through a streamlined, agile process to
prepare for a successful CMMC assessment by a separate Certified Third-Party
Assessor Organization (C3PAO). The actual assessment, however, is outside the
scope of this service.

Project Overview

Our Verifyl TSM service offering is meticulously designed to address key facets of
CMMC Level 2 preparation. We will provide the expertise and project management
framework to ensure your company is fully prepared for a successful assessment.
Our scope is comprehensive in its preparation efforts but is deliberately exclusive of
the actual C3PAO audit. We are not a certified C3PAO and cannot conduct the final,
official assessment.

Our services include:

Assessment and Remediation: We will lead a comprehensive gap analysis
against all 110 controls of NIST SP 800-171, Revision 2. Our VerifylTSM team will
identify all deficiencies and, in collaboration with your staff, develop and manage a
prioritized remediation plan.

Documentation: This is a key focus of our service. We will guide your team in
creating and formalizing all required compliance artifacts. This includes the System
Security Plan (SSP), detailed security policies and procedures, and a formal Plan of
Actions and Milestones (POA&M).

Post-Assessment Support: Our role does not end with the pre-assessment.

Summary of CMMC Level 2

CMMC Level 2 is a foundational security
level that mandates compliance with the 110
security requirements specified in National
Institute of Standards and Technology
(NIST) Special Publication (SP) 800-171,
Revision 2. It is a significant step beyond
CMMC Level 1, which focuses on basic
cyber hygiene. CMMC Level 2 requires a
formal assessment by a C3PAQO, with a
formal certification process that includes a
comprehensive review of your security
policies, a System Security Plan (SSP), and
documented evidence of control
implementation.

The CMMC framework allows for the use of
a Plan of Actions and Milestones (POA&M)
for certain deficiencies, but these must be
resolved within 180 days of the assessment.
This makes a proactive, well-documented
remediation effort critical to success.

Should the official C3PAO assessment identify any remaining deficiencies that are placed on a POA&M, our service does include
working with your team to resolve those items. This ensures you can achieve final certification within the mandatory 180-day window for

POA&M closure.

Post-Assessment Transition, Training, and Resources: After a successful C3PAO assessment, Crimson Vista will ensure continuity
such that your company will be able to maintain compliance. This includes training and potentially the transfer of software and
compliance data. Data is the life-blood of your company. If you know, or even suspect, that something might be wrong with your data,
DataVeracitySM can help. Our DataVeracitySM service captures forensic images, analyzes them for data of interest, and can even reveal

some amount of lost or deleted data.

ABOUT CRIMSON VISTA

Our Advanced Persistent Defense (APD) approach is central to how we protect our clients. Cyber threats aren't one-off events—they're ongoing, evolving
risks. APD emphasizes continuous monitoring, rapid response, and proactive adaptation to ensure you're not just reacting to threats but staying ahead of
them. By layering proactive defense measures with intelligent risk detection, we provide round-the-clock protection against even the most sophisticated

attacks.

These services are performed through Crimson Vista Defender, LLC, a wholly-owned subsidiary of Crimson Vista, Inc.
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