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CHAPTER 1
The SEC Cybersecurity

Disclosure Rules

An Executive Summary of the New Requirements

In July 2023, the SEC adopted groundbreaking rules mandating how
public companies must disclose cybersecurity incidents and risk manage-
ment practices. These rules, taking effect in late 2023 and 2024, create

two main obligations:

1. Prompt reporting of material cybersecurity incidents on Form 8-K
within four business days of determining materiality (Figure 1.1).
2. Detailed annual disclosures of the firm’s cybersecurity risk manage-

ment, strategy, and governance in Form 10-K.

Attorney General Exception
Temporary delay allowed for national security/public safety

#l.

Cybersecurity Breach Materiality Form 8-K Filed Public Disclosure &
Detected Determination (Within 4 business days) 10-K Reference

Figure 1.1 Cybersecurity incident disclosure timeline under the SEC’s
requirements including internal materiality assessment

The SEC’s goal is to standardize and elevate the information inves-
tors receive about companies’ cyber risk oversight (Figure 1.2). Notably,
the rules also require companies to disclose the board of directors™ over-

sight of cyber risks and whether any board members have cybersecurity
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Risk Management Cybersecurity
Processes | Strategy
Internal processes for cyber risk The company’s overall approach to
assessment and mitigation resilience and preparedness
Governance & Board Cyber
Oversight Expertise
Howthe board (or committee) Whether directors bring
monitors and directs cybersecurity - cybersecurity expertise to the
practices boardroom

Figure 1.2 Key elements of the SEC-mandated Form 10-K
cybersecurity disclosure

expertise. This marks the first time board-level cybersecurity accountabil-
ity has been explicitly mandated in U.S. securities law, analogous to how
Sarbanes—Oxley elevated board oversight of financial reporting.

Many observers have drawn parallels between these cyber disclosure
rules and past SEC initiatives for financial transparency. Indeed, we ex-
plicitly argue that these new rules are “Sarbanes—Oxley for cybersecurizy,”
given their sweeping scope and emphasis on executive accountability.
Like SOX’s Section 302/404 requirements for management certification
and internal controls, the SEC’s cyber rules effectively force manage-
ment to assess and disclose their internal cyber controls annually—a self-
assessment that lays the groundwork for future attestation requirements.
SEC Chair Gary Gensler analogized cyber incidents to other material
business events: “Whether a company loses a factory in a fire or millions of
files in a cybersecurity incident—it may be material to investors.” In short,
cybersecurity is now viewed as a core disclosure issue, much like financial
performance, and companies must be as transparent about cyber inci-
dents and preparedness as they are about quarterly earnings. The new role

for public boards is that of the Cyberfiduciary.
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Key Elements of the SEC’s Cyber Disclosure Rules

The rules can be summarized in two parts.

First, Material Incident Reporting

Any “material cybersecurity incident” must be disclosed via an
Item 1.05 Form 8-K within four business days after management
determines the incident is material. Materiality is defined by
the usual standard (information important to the average inves-
tor’s decision). In practice, this means companies need internal
escalation processes to investigate breaches quickly and decide
on materiality “without unreasonable delay.” There is a narrow
national security/public safety exception allowing the U.S. At-
torney General to temporarily delay disclosure, but otherwise
companies cannot defer or obscure a material breach report.
Importantly, the SEC does not permit withholding key details
out of concern that disclosure might aid attackers or embarrass
the company—there is “no security through obscurity” defense for
omitting facts. Companies must reveal the nature and scope of
the incident, when it was discovered, and its material impact or

likely impact on finances and operations.

Second, Annual Reporting Requirements

The rules introduce annual reporting requirements (Regulation S-K
Item 106) on cybersecurity risk management, strategy, and gover-
nance. In each annual 10-K filing, companies must describe: their
processes for assessing and managing cyber risks; the material effects
of cyber threats and past incidents on the business; the board’s over-
sight of cyber risks; and management’s role and expertise in han-
dling cybersecurity (including whether they have a designated cyber
expert or committee). This effectively forces boards to be actively in-
volved and informed. As one governance advisory firm noted, there
was a ‘Significant increase in disclosure” about boards’ approaches to
cybersecurity once the rules came out. Companies now often for-
malize cyber oversight responsibility at the board or committee level

(indeed, about 74 percent of Russell 3,000 companies have updated
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charters to codify cyber oversight). The SEC’s expectation is that
directors understand and regularly discuss cybersecurity as part of

enterprise risk management (ERM).

A Turning Point for Cyber Governance

The year 2024 thus stands as a turning point in corporate governance:
Cybersecurity oversight has been elevated to a top-tier board respon-
sibility, subject to regulatory scrutiny akin to financial reporting post-
SOX. Just as SOX brought personal accountability for CEOs/CFOs
(certifications) and required robust internal control systems, the SEC’s
cyber rules seck to hold senior management and boards accountable for
cyber disclosures and preparedness, forcing them to become Cyberfidu-
ciaries. Companies will likely need to implement new internal processes
(e.g., disclosure committees for cyber incidents, enhanced IT controls
reviews) to ensure they can make the required filings accurately and on
time. Failure to do so could expose them to SEC enforcement or share-
holder lawsuits for material misstatements. Already, legal analysts point
out that these requirements “Increase the risk of litigation over misstate-

ments relating to cybersecurity” if companies are not diligent (Figure 1.3).

Sarbanes—Oxley Act SEC Cyber Rules
(2002) (2024)

Financial Governance Cyber Governance

Figure 1.3 Regulatory evolution: from Sarbanes-Oxley (2002) to SEC
cyber rules (2024)

KEY TAKEAWAY

Board members of public companies are now responsible for over-
sight of their companies’ cybersecurity posture and risk manage-

ment. As with all oversight requirements, this responsibility carries

with it the risk of personal litigation if not handled correctly.
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While the SEC rules do not dictate specific cybersecurity controls
(they are disclosure-based, not prescriptive), they are driving companies
to bolster their actual cyber programs. The act of preparing the dis-
closures forces an internal review of cyber risk management—much as
SOX 404’s management assessment did for financial controls. In prac-
tice, many companies are choosing to enhance their cyber defenses and
governance now, so that they have a positive story to disclose. In fact,
regulators have indicated that demonstrating a good-faith effort in cyber
governance could influence enforcement: If a breach happens but the
company can show it was diligent and had strong controls, the SEC
may exercise leniency, whereas negligence or lack of effort will be penal-
ized. This philosophy mirrors the post-SOX enforcement environment,
where having a compliance framework and promptly addressing issues
can stave off fraud charges.

Cybersecurity has graduated from an “IT issue” to a boardroom
issue, with the SEC’s 2023 rules as the catalyst. Executives and direc-
tors must approach cyber risks with the same rigor and transparency as
financial reporting. The regulatory landscape is evolving quickly—and
companies that treat cybersecurity governance as seriously as SOX com-
pliance will be best positioned to meet these new obligations and avoid

liability.

Key Requirements of the 2024 SEC Rules

Every public issuer now has two major obligations regarding cybersecu-
rity disclosure:

Report material cyber incidents within four business days

If a company determines that a cybersecurity incident (e.g., a data
breach or systems outage caused by a cyberattack) is material to investors,
it must file an Item 1.05 Form 8-K disclosure within four business days of
that materiality determination. “Material” generally means the incident
is significant enough that an investor would consider it important (this
could be due to financial impact, operational disruption, or legal impli-
cations). The 8-K should describe the nature of the incident, its timing,
and its assessed impact. Notably, companies aren’t required to disclose

technical details that could further compromise security (and there is a
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limited provision for delay if disclosure poses a substantial national secu-
rity or public safety risk), but the bar for delay is high. In practice, this
rule pressures management to swiftly assess incidents and involves the
board in deciding what constitutes a material event. It’s analogous to how
a sudden CFO departure or a significant lawsuit would trigger an 8-K—
now a major cyber incident does too, with the same urgency.

Disclose annual cyber risk management and governance practices

In annual reports (Form 10-K for U.S. companies, 20-F for foreign
issuers), companies must describe in detail what they are doing about
cybersecurity at the governance and management level. This includes ex-
plaining the company’s processes for assessing and managing cyber risks,
and crucially, describing the board of directors” oversight of cybersecurity.
For example, the report should state whether the board or a board com-
mittee is responsible for cyber oversight, how often cybersecurity is dis-
cussed in meetings, and any policies or strategies that inform the board’s
oversight role. Management’s role must also be outlined—for example, is
there a CISO reporting to an executive team member, does the company
have an internal Cybersecurity Risk Committee, and so on. Essentially,
investors should get a clear picture of how seriously the company takes
cybersecurity and how responsibilities are allocated from top to bottom.
This requirement has the effect of forcing boards to formalize their ap-
proach: If a company cannot describe its cyber governance, that is itself
a red flag. Many companies have already responded by elevating cyberse-
curity in board agendas or even adding directors with cyber expertise, so
they have a good story to tell in the 10-K.

These two requirements were first proposed by the SEC in 2022 and
finalized in July 2023, reflecting a growing consensus that cybersecurity
information is material to markets. High-profile incidents like the So-
larWinds supply chain attack and the Equifax breach have shown that
cyber lapses can erase billions in market cap overnight. Regulators, there-
fore, want transparency to ensure investors aren’t kept in the dark. From
the board’s perspective, the rules effectively mandate active engagement:
Management will be coming to the board with incident assessments (to
decide if an 8-K is needed) and with an annual report draft that describes
the board’s own actions. It’s a strong incentive for directors to get edu-

cated and involved so they can oversee these disclosures properly.
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Materiality and Timing—A Closer Look

One of the trickiest aspects for companies is determining what counts as
a “material” incident and when that determination is made. The SEC did
not set a dollar threshold; materiality remains the classic judgment call
about what a reasonable investor would consider important. Honestly,
this is one of the most challenging aspects of the SEC’s requirements
because there are no clear bright lines. Each organization will have
to develop their own guidelines around what is and is not material.
Obviously, this is an important area for board oversight. The following
concepts can help you in this process.

For cybersecurity “materiality,” some good guidelines could include

any or all of the following:

* Incidents that incur a financial loss above an established threshold

* Incidents that expose a significant amount of customer data, or
incidents that disrupt operations (e.g., a ransomware that halts
production), even if the immediate financial cost is modest

* Incidents that expose any customer data that has regulatory re-
quirements for disclosure

* Incidents that will impact reputation and may influence investor
perception

* Incidents that may cause significant outages or downtime, espe-
cially if they will be apparent to customers or the public at large

* Incidents that, if somehow not affecting the breached organiza-
tion, affect customers, suppliers, vendors, or other partners in a

material way

Please note that these are guidelines and not legal or regulatory advice.
Also note that it does not include specific numbers because those vary
from industry to industry and by company size. We take the position
that if you are in doubt, you should disclose so however your organiza-
tion formulates the thresholds, they should err toward the side of disclo-
sure. Moreover, you can also ask yourself the question: How significantly
would this disclosure influence investors? If it is likely to influence them,

it is probably “material.”
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Each organization should define their internal guidelines and policies
for materiality determination and disclosures. And the process needs to be
efficient and tested. The clock for the four-day 8-K starts ticking once the
company determines the incident is material, not from when the incident
first occurred. This means companies need internal escalation processes
so that cyber incidents are evaluated quickly by the right people (often
a management committee, with board notification). If it takes weeks to
realize an incident was big enough to be material, the delay could be seen
as a failure of internal control.

The board should ensure that management has clear criteria and a
response plan for material cyber incidents ahead of time. For instance,
applying the guidelines above has led many firms in adopting an inter-
nal policy that any breach impacting, say, more than 100,000 customer
records or causing over $X in damages (or X percentage) triggers an im-
mediate briefing to the CEO, General Counsel, and possibly board chair,
to decide on disclosure. This kind of preplanning is analogous to having

a disaster recovery plan—now it’s a disclosure recovery plan (Figure 1.4).

[ Cyber Incident Detected ]

Is incident
YES potentially NO
l material? i
Notify Board & Legal Manage Internally
Immediately (Incident Response)
' . Continue Monitoring
[ et EEE j [ Postincident Review j
v

File Form 8-K within
4 Business Days

Figure 1.4 Decision framework for determining materiality of
cybersecurity incidents
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Comparison to Sarbanes—Oxley

While cybersecurity and financial reporting are different domains, the
spirit of the SEC’s approach mirrors Sarbanes—Oxley in some ways. One
parallel is the emphasis on internal controls. Under SOX Section 404,
management must assess and report on the effectiveness of internal con-
trols over financial reporting, and external auditors often attest to it. In
the cyber context, there’s no formal requirement for a controls attestation
(yet), but by requiring disclosure of risk management processes, the SEC
is nudging companies toward establishing robust internal cyber controls
and possibly getting third-party assurance (like SOC for Cybersecurity re-
ports) to back up their statements. Another parallel is board expertise and
committee structure. SOX led to the rise of Audit Committees with finan-
cial experts; the cyber rule has prompted discussions about cyber expertise
in the boardroom. As noted, the final rule didnt mandate an expert, but
investors and regulators clearly expect boards to beef up knowledge. The
SEC’s Cyber Unit Chief has signaled that they will be looking not just at
the fact of a breach but also at how the company’s governance either pre-
vented or failed to prevent it. This is reminiscent of how, post-SOX, reg-
ulators started scrutinizing Audit Committee minutes and internal audit
reports when investigating financial fraud. Boards should be prepared for
the idea that, if a major breach happens, the SEC might ask: What were
you, the board, doing on cyber oversight prior to this incident? Knowing
that, it’s wise to have a good answer (and documentation to prove it).

A real-world example that underscores the stakes for public com-
panies took place in March 2023. The SEC charged software company
Blackbaud, Inc. for failing to fully disclose the scope of a ransomware
attack. Blackbaud agreed to pay a $3 million penalty for its mislead-
ing statements. In that case, internal personnel knew more about the
breach’s impact than what was conveyed in filings, and the company’s
lack of proper disclosure controls caused material facts to be omitted. The
SEC’s message was clear—cyber incidents must be reported accurately
and promptly, or companies will face consequences. This enforcement
action foreshadowed the SEC’s broader policy shift: Soon after, the new
disclosure rules were approved, making timely cyber reporting a formal

requirement for all public companies (Figure 1.5).
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Sarbanes-Oxley (2002) SEC Cyber Rules (2024)

Executive CEO/CFO Certification of CEO/CISO/Board responsibility
Accountability financial statements for cyber disclosures
Board Audit Committee Independence Board oversight of cyber risk
Oversight and oversight of auditors governance
Disclosure Form 10-K/10-Q financial Form 8-K for incidents, 10-K for
Requirements reporting requirements annual disclosures

Attestation & . Evidence of cyber risk
[ Internal Controls testing (404) ] [ management & attestation
Penalties for Civil & criminal penalties for false Fines, enforcement actions,
Noncompliance certifications reputational damage

Figure 1.5 Regulatory evolution of SEC Cyber Rules mirror the
Sarbanes-Oxley framework for financial governance

KEY TAKEAWAY

Because cybersecurity reporting requirements are part of SEC dis-

closure rules, public boards have responsibilities to ensure that

public disclosures materially reflect the underlying realities.

Summary

The SEC’s 2024 cybersecurity disclosure rules have formalized what
leading practitioners have long advised: Cyber risk is enterprise risk and
must be governed with transparency and rigor. For boards and executives,
compliance will require a combination of prompt incident response pro-
tocols, thorough governance disclosures, and continuous oversight im-
provements in order for them to effectively operate as Cyberfiduciaries.
The following chapters will build on this foundation. Next, we will exam-
ine how exactly a board should organize itself to meet these expectations
(“noses in, fingers out” in action), and later, how to generate the evidence
(attestations, reports, training records) that demonstrate your compliance

in case regulators or litigants come knocking.
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